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Course Description 

Overview of computer networks; inter-process communication; network programming; Socket interface; client-server computing model; design issues, concurrency in server and clients; external data representation; remote procedure calls. 

Scope and Objectives
At the end of this course, the students would be able to design and implement network client-server applications. 

Prescribed Text Books
T1. Stevens, R.W., “Unix Network Programming, Vol-I Networking APIS : Sockets and XTI”, Prentice- Hall of India, 3rd Edition, 2004
T2. Stevens, R.W., “Unix Network Programming: Vol-II Inter Process Communications”, Prentice-Hall of India, 2nd Edition, 1999. 

Reference Books 
R1. The Linux Programming Interface: Linux and UNIX System Programming Handbook by  Michael Kerrisk, No Starch Press © 2010
(http://library.books24x7.com/toc.aspx?bookid=41558)
R2. W.R. Stevens, Advanced Programming in the UNIX Environment, Addition Wisley, 1998. 

IS ZC462     (Course Handout) 

                  Second Semester 2013-2014                    Page 2

Plan of Self Study

	S.No. 
	Learning Objective
	Topic
	Reference to Text Book

	1
	Overview of System Programming
	Unix History; Fundamental Concepts; System Programming Concepts;
	R1: Chapter 1,2,3

	2


	
	Unix File I/O; Standard I/O Library; fcntl; ioctl; Unix Processes; Program Execution; Error Handling; Unix Signals 
	R1: Chapter 4, 5, 6, 13, 20, 24-26

	3
	Unix Inter Process Communication 
	Unix IPC: Pipes, FIFOs, System V Message queues , System V Semaphores, System V Shared Memory, Memory mapping; POSIX IPC; Performance Analysis; 
	R1: Chapter 43-49, 51-55

	4
	
	
	T2: Chapter 3,4,6

	5
	Socket Programming

	Overview of Transport Layer Protocols: TCP, UDP; Client-server architectures; 
	T1: Chapter 2 + class notes

	6
	
	Sockets, Sockaddr structure; TCP and UDP Socket API; TCP client-server examples; UDP examples; Socket Options; Out of Band data; 
	T1 : Chapter 3-5,7, 8

R1: Chapter 59

	7
	
	Domain name conversion API; IPv6 differences; IPv4-IPv6-compatibility; Choice: TCP or UDP?; Adding reliability to UDP applications; 
	T1 : Chapter 11, 12, 22

	8
	
	Protocol Implementation Issues: encoding, framing; Case study: HTTP, CGI; Windows Socket API; Java Socket API;
	T1: Chapter 5 

R1: Chapter 59

Class notes

	9
	Review Session 

	
	Syllabus for Mid-Semester Test (Closed Book): Topics in S No. 1 to 9

	10
	Unix I/O  models
	Non-Blocking I/O; I/O multiplexing; Signal driven I/O; Asynchronous I/O (POSIX API); Client and server design with select() call; shutdown(); Advanced I/O API;
	T1 : Chapter 6, 14, 25 + class notes

R1: Chapter 63

	11
	Unix Domain Protocols; Daemons;
	Addressing; Socket pair; Descriptor passing; User credentials; Credential passing; Daemon processes; inetd super server, sylogd; 
	T1 : Chapter 15,13

R1: Chapter 34, 37

	12
	Client-server Design Alternatives
	Overview of Pthreads; Pthreads Synchronization; 
	R1: Chapter 29

	
	
	Non-blocking I/O; Non-blocking connect; Client alternative designs; Performance analysis;
	T1: Chapter 16

	
	
	Preforking models; Prethreading models; Performance analysis; Case study: Apache; The C10K problem; Event-driven architectures; Concurrency models for UDP servers;
	T1 : Chapter 22, R1: Chapter 60,61

	13
	
	
	

	
	
	
	T1: Chapter 22

	14
	Multicasting
	Broadcasting: concepts & implementation; Multicasting: addresses; concepts, implementation; Broadcasting & multicasting in IPv6;
	T1 : Chapter 20,21

	15
	Raw sockets, Data link access
	Socket creation; input, output; ping: design & implementation; trace route: design & implementation; UDP asynchronous errors;
	T1 : Chapter 28,29

	16
	Distributed Programming
	SUN RPC: high level API; port mapper; rpcgen; XDR; low-level API: authentication; multithreading; Overview: DCE-RPC, DCOM, Java RMI, CORBA; Web-based RPC overview: XML-RPC, SOAP;
	T2 : Chapter 16

	
	
	
	Class notes

	17
	
	
	

	18
	Review Session 

	
	Syllabus for Comprehensive Exam (Open Book): All topics given in Plan of Self Study
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Programming Labs (only for Practice)

The programming exercises are to be implemented in C Language:

	Lab #
	Topic
	Learning Objective

	1.
	Processes, memory layout, environment variables, wait(), waitpid()
	To understand the concept of process 

	2.
	Non-local goto, exec, signals
	To understand exec call

	3.
	Signals, pipes, FIFOs
	To understand signals, and Pipes

	4. 
	Pipes, FIFOs, System V Message Queues
	To understand the workings of different IPC mechanisms

	5
	Netstat, byte manipulation functions, TCP client-server
	Write a simple TCP client and server

	6.
	TCP web server, web client, TCP concurrent server with select
	Implement a TCP web client and web server

	7
	UDP client, UDP server, DNS
	To understand UDP socket programming.

	8
	Threads, Unix domain protocols
	To understand pthreads and their usage.


Note: Lab sheet on each topic will be provided separately with solved and unsolved programming exercises.

Evaluation Scheme: 

	EC No.
	Evaluation Component & 

Type of Examination
	Duration
	Weigh-tage
	Day, Date, Session,Time

	EC-1
	Assignment/Quiz 
	** Details to be announced on LMS Taxila website by Instructor  
	15%
	** Details to be announced on LMS Taxila website by Instructor 

	EC-2
	Mid-Semester Test

(Closed Book)*
	2 Hours
	35%
	Sunday, 16/02/2014 (FN)* 

10 AM – 12 Noon 

	EC-3
	Comprehensive Exam 

(Open Book)*
	3 Hours
	50%
	Sunday, 06/04/2014  (FN)* 

9 AM – 12 Noon


** Please check the details by January 10, 2014  on LMS Taxila web site. 
AN: AfterNoon Session; 
FN: ForeNoon Session   

Closed Book Test: No reference material of any kind will be permitted inside the exam hall.

Open Book Exam: Use of any printed / written reference material (books and notebooks) will be permitted inside the exam hall. Loose sheets of paper will not be permitted. Computers of any kind will not be allowed inside the exam hall. Use of calculators will be allowed in all exams. No exchange of any material will be allowed.
Note: 

It shall be the responsibility of the individual student to be regular in maintaining the self study schedule as given in the course handout, attend the online/on demand lectures as per details that would be put up in the BITS LMS Taxila website www.taxila.bits-pilani.ac.in and take all the prescribed components of the evaluation such as Assignment (Course Page on LMS Taxila), Mid Semester Test and Comprehensive Examination according to the Evaluation Scheme given in the respective Course Handout. If the student is unable to appear for the Regular Test/Examination due to genuine exigencies, the student must refer to the procedure for applying for Make-up Test/Examination, which will be available through the Important Information link on the BITS LMS Taxila website www.taxila.bits-pilani.ac.in on the date of the Regular Test/Examination. The Make-up Tests/Exams will be conducted only at selected exam centres on the dates to be announced later.                                                  

 Instructor-in-Charge
